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Abstract: The rapid advancements in artificial intelligence and machine learning have led to
significant progress in image generation and classification, with techniques like Generative Ad-
versarial Networks (GANs) and diffusion models like Stable Diffusion producing highly realistic
synthetic images. However, these developments also present challenges in distinguishing real from
fake images, which is crucial for various applications. One less explored, yet critically important
aspect is the presence of demographic biases in image classification tasks. This thesis focuses on
examining the demographic biases present in the classification of real and synthetic face images
generated by Stable Diffusion and GAN models. By evaluating the performance of Convolutional
Neural Networks (CNN) and with transfer learning (using Resnet-18) models across male and
female images, the study aims to uncover potential disparities in accuracy and assess the impli-
cations of these biases. The evaluation involves two primary classification tasks: distinguishing
face images generated by Stable Diffusion from real face images, and differentiating between
face images generated by GANs and real face images. The results of this study provide valuable
insights into the demographic biases present in the classification of real and synthetic images,
which can inform the development of more robust and fair image classification systems. All of the
code used in this paper is available at https://efesirin.com/realfakeclassification.html.

1 Introduction

In recent years, the rapid advancement of artificial
intelligence (AI) and machine learning (ML) has led
to significant progress in the field of image genera-
tion and classification. Techniques such as Genera-
tive Adversarial Networks (GANs) (Goodfellow et
al., 2014) and diffusion models like Stable Diffusion
(SD) (Rombach et al., 2022) have demonstrated
the ability to create highly realistic synthetic im-
ages that are often indistinguishable from real pho-
tographs. These developments, while groundbreak-
ing, also present substantial challenges, particularly
in the context of distinguishing between real and
synthetic images—a task crucial for various appli-
cations ranging from digital forensics to social me-
dia moderation.
One of the less explored, yet critically impor-

tant aspects of this field is the presence of demo-
graphic biases in image classification tasks. Demo-
graphic bias occurs when the performance of an
AI model varies significantly across different demo-
graphic groups, such as gender, age, or ethnicity
(Rawal et al., 2024). In the context of real versus

Figure 1.1: Examples of training images: The 1st

row shows real images, the 2nd row displays im-
ages generated by Generative Adversarial Net-
works (GANs), and the 3rd row showcases im-
ages generated by Stable Diffusion models. I
trained models that classify between Real-GAN
and Real-SD and I performed bias testing on
the trained models.
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fake image classification, such biases can lead to un-
equal treatment of images based on the depicted de-
mographic characteristics, potentially resulting in
systemic inaccuracies and unfair outcomes.
In this thesis, I focus on examining the demo-

graphic biases present in the classification of real
and synthetic face images generated by Stable Dif-
fusion and GAN models. By evaluating the perfor-
mance of Convolutional Neural Networks (CNN)
and ResNet-18 models across male and female im-
ages, I aim to uncover potential disparities in ac-
curacy and assess the implications of these biases.
My evaluation involves two primary classification
tasks: distinguishing face images generated by Sta-
ble Diffusion from real face images, and differenti-
ating GAN-generated face images from real ones.
To statistically analyze the disparities in accuracy
between male and female images, I will perform a
two-proportion Z-test and also will create saliency
maps to see which parts of the images are consid-
ered by the model in classification process.
The motivation for this research stems from the

increasing integration of AI-generated images in
various sectors and the need to ensure fairness
and reliability in image classification systems. Un-
derstanding and mitigating demographic biases is
essential for developing equitable AI technologies
that serve diverse populations without perpetuat-
ing existing inequalities. This study contributes to
the broader effort of identifying and addressing bias
in AI systems, promoting the creation of more in-
clusive and fair technological solutions.
My personal observations suggest that there

are more female images than male images in AI-
generated datasets, as female images are gener-
ally more abundant and easier to obtain in pub-
lic datasets. This leads to the question of whether
classification models exhibit demographic biases as
a result. The central hypothesis of this thesis is that
such biases will be present, with differences in ac-
curacy between male and female images. Specifi-
cally, I hypothesize that classification models will
achieve higher accuracy for female images com-
pared to male images. This anticipated disparity
is hypothesized to stem from the greater number
of female images used in training these models. To
support this hypothesis, I will conduct an analy-
sis to determine if the observed trends are indeed
factual.
The evolution of generative AI models has led

Figure 1.2: Schematic diagram of a Genera-
tive Adversarial Network (GAN). The Gener-
ator creates synthetic data from random noise,
while the Discriminator attempts to distinguish
between real and generated data. Through iter-
ative training and backpropagation, the Genera-
tor improves at producing realistic fake samples
that can fool the Discriminator (Kyang, 2024).

to diverse architectures, each with its unique
strengths. Figures Figure 1.2 and Figure 1.3 illus-
trate two prominent approaches: Generative Adver-
sarial Networks (GANs) and Stable Diffusion mod-
els. While GANs rely on a competitive dynamic be-
tween generator and discriminator networks, Stable
Diffusion employs a more intricate process involv-
ing latent space transformations and conditioning.
These diagrams highlight the fundamental differ-
ences in their architectures, from GANs’ adversar-
ial training to Stable Diffusion’s use of diffusion
processes and denoising techniques. Understanding
these distinct approaches provides insight into the
rapid advancements in AI-driven image generation
and manipulation techniques.

1.1 Generative Adversarial
Networks (GANs)

Generative Adversarial Networks (GANs), intro-
duced by Goodfellow et al. (2014), are a class of
machine learning frameworks designed for generat-
ing synthetic data that closely resembles real data.
A GAN consists of two neural networks: the gen-
erator and the discriminator. The generator cre-
ates fake data, such as images, while the discrim-
inator evaluates the authenticity of these images,
distinguishing between real and generated data.
This adversarial process, where the generator aims
to fool the discriminator, and the discriminator
strives to improve its detection accuracy, results
in the generation of increasingly realistic images
over time. GANs have been widely used in vari-
ous applications, including image synthesis, style
transfer Isola et al. (2017), and super-resolution
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Ledig et al. (2017), due to their ability to produce
high-quality, detailed images that are often indis-
tinguishable from real photographs.

1.2 Stable Diffusion

Stable Diffusion is a more recent advancement in
the field of image synthesis, falling under the cate-
gory of diffusion models. Diffusion models generate
images by iteratively refining a noisy initial image
through a series of steps, gradually enhancing the
quality and reducing the noise to produce a coher-
ent, realistic final image. Stable Diffusion specifi-
cally leverages a probabilistic framework to ensure
the stability and consistency of the generated im-
ages throughout the refinement process.
Stable Diffusion incorporates textual prompts

into its image generation process, a feature absent
in GANs. Consequently, in your workflow, GANs
generate images unconditionally, whereas Stable
Diffusion produces outputs that are conditioned on
textual inputs. This distinction underscores Stable
Diffusion’s ability to align generated images closely
with specific textual descriptions, offering greater
control and precision in the synthesis of images
from textual prompts.
In the context of text-to-image generation, Sta-

ble Diffusion leverages textual prompts to guide
the image creation process. Users input a text de-
scription, and the model generates an image that
visually represents the described scene or object.
This capability is particularly valuable in applica-
tions requiring precise and contextually accurate
image synthesis, such as digital art, media content
creation, and various forms of visual storytelling.
The model achieves this by encoding the textual
information into a latent space, which then condi-
tions the image generation process to ensure the
output aligns with the given description. This ap-
proach allows for fine control over the generated
image content and style, making it a powerful tool
for creating detailed and realistic images from tex-
tual prompts (Zhang et al., 2023).
Prompts can be classified as either positive or

negative. Positive prompts specify elements that
should be included in the generated image, while
negative prompts indicate aspects to avoid. For ex-
ample, a positive prompt might be “Close up face”,
instructing the model to generate an image focus-
ing on a close-up view of a face. Conversely, a nega-

Figure 1.3: Architecture diagram of a Stable
Diffusion model. The process flows from Pixel
Space through a Latent Space with a Diffusion
Process and Denoising U-Net, to Conditioning
incorporating semantic information. The model
uses techniques like cross-attention, skip con-
nections, and concatenation to generate high-
quality images from text prompts or other in-
puts (AIModels, 2024).

tive prompt like “sketch, cartoon, drawing, anime”
guides the model to avoid these styles.

Additionally, Classifier-Free Guidance (CFG) is
a parameter that balances the fidelity of the im-
age to the prompt and the overall quality of the
generated image. A higher CFG value makes the
model adhere more strictly to the prompt, poten-
tially at the cost of image quality, while a lower
CFG value allows for more flexibility, potentially
improving image aesthetics but with less adherence
to the prompt details. For instance, a CFG value
of 7 might ensure strict adherence to the prompt,
while a value of 5 offers a balance between adher-
ence and quality Zhang et al. (2023).

1.3 Challenges in Fake Image
Detection

The field of image classification has seen signifi-
cant advancements with the development of tech-
nologies such as Generative Adversarial Networks
(GANs) and diffusion models (Papa et al., 2023).
Researchers explore the use of Stable Diffusion
for generating realistic face images and the sub-
sequent challenges in detecting these synthetic im-
ages. Their study highlights the sophistication of
diffusion models in creating lifelike images and the
critical need for effective detection mechanisms to
distinguish these images from real ones. They em-
phasize the role of prompt engineering and human-
in-the-loop strategies in enhancing detection accu-
racy, which are vital in the fight against deepfakes.

3



The detection of fake images remains a challeng-
ing task, particularly when models are expected to
generalize across different types of generative mod-
els. The study by (Ojha et al., 2023) on develop-
ing universal fake image detectors that generalize
across generative models revealed limitations in ac-
curacy, especially for detecting fake images. Their
results indicate that while the model could identify
real images with reasonable accuracy, it struggled
significantly with distinguishing between different
types of synthetic images, leading to lower overall
performance.This highlights the need for more ro-
bust detection methods.
In contrast, the method proposed by (Guarn-

era et al., 2023) shows better overall accuracy in
fake image detection. Their approach involves a
two-part system: first, distinguishing between AI-
generated and real images, and then, if the image
is AI-generated, further classifying it as being pro-
duced by either GAN or Stable Diffusion. This hi-
erarchical approach allows for more precise iden-
tification and has demonstrated higher accuracy
rates compared to other methods, particularly in
the challenging task of discriminating between dif-
ferent types of synthetic images. (Wang & Deng,
2021) provide a comprehensive survey on deepfake
recognition, detailing various methods and their
performances. They discuss the influence of differ-
ent training data and model architectures on the
effectiveness of face recognition systems. This sur-
vey underscores the importance of diverse and rep-
resentative training datasets, noting that, due to
the inherent biases in the training data composi-
tion, the models tend to exhibit bias. The survey
provides examples of female, black, and younger
cohorts being detected with less accuracy. In this
thesis I will be focusing on the biases arising from
the CNN classification tasks and I will be solely
focusing on SD and GAN generated image detec-
tion. I will also be using a separate dataset from
FairFace (Karkkainen & Joo, 2021). Different from
Wang & Deng (2021), the focus will be on SD and
GAN deepfake detection.
Despite the advances in detection methods, there

are still significant gaps. Current methods often fail
to generalize well across different generative mod-
els, and there is a lack of research focusing specif-
ically on demographic biases in fake image detec-
tion. This thesis aims to fill these gaps by providing
a detailed analysis of gender bias in the classifica-

tion of real and synthetic images generated by GAN
and Stable Diffusion models. My approach differs
from existing studies by not only assessing the per-
formance of CNN and ResNet-18 models but also
by conducting a thorough statistical analysis of the
observed biases.

The detection of deepfakes and other forms
of synthetic media is crucial for several reasons.
Firstly, deepfakes can be used to spread misinfor-
mation and disinformation, significantly impacting
public opinion and trust. For instance, convincingly
altered videos and images can be used in polit-
ical campaigns to damage reputations or manip-
ulate election outcomes. Secondly, deepfakes pose
a serious threat to personal privacy and security.
Individuals can be impersonated in compromising
situations, leading to potential blackmail or psy-
chological harm. Additionally, deepfakes undermine
the authenticity of digital media, making it increas-
ingly difficult to discern real content from fake. This
erosion of trust in visual and audio media can have
far-reaching consequences for journalism, legal pro-
ceedings, and social interactions. Therefore, devel-
oping robust methods for detecting fake images is
essential to maintain the integrity and reliability of
information in our increasingly digital world.

By addressing these gaps and focusing on demo-
graphic biases, this thesis aims to contribute to the
development of fairer and more reliable AI systems.
The unique contribution of this research lies in its
dual focus on the performance disparities between
male and female images and the application of sta-
tistical methods to analyze these biases. This com-
prehensive approach not only enhances our under-
standing of demographic biases in image classifica-
tion but also provides practical insights for improv-
ing the fairness and accuracy of AI-generated image
detection systems.

2 Datasets Used

2.1 GAN and Real Faces Dataset

I used the publicly available Flickr dataset (XH-
LULU, 2024) for real people faces, which contains
a total of 77 856 images of both male and female
faces. For the GAN face images, I used a publicly
available dataset on Kaggle (TUNGUZ, 2024) that
contains 1 million images. However, I used only the
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Figure 1.4: A diverse selection of nine facial
portraits randomly sampled from the FairFace
dataset, showcasing a range of ages, ethnicities,
and genders to represent the dataset’s broad de-
mographic coverage.(Karkkainen & Joo, 2021)

first 77 856 images to ensure equal sample sizes for
both GAN and real faces. I reserved 1000 images
from both GAN and real face datasets exclusively
for bias measurements, and these images are not
used in any part of model training or validation
and also not used in accuracy testing. I sized all
GAN and real images to 1024× 1024.

2.2 Stable Diffusion Faces Dataset

I generated the Stable Diffusion dataset for this pa-
per using the open-source repository “Automatic
1111” (36DB et al., 2024). I performed the com-
putations on the University of Groningen’s com-
putational cluster Hábrók. Information about the
Hábrók can be found here. I generated 9319 images
for training and an additional 4000 images specifi-
cally for bias measurements. I generated all images
at a resolution of 1024×1024. When I inspected the
real image dataset I planned to use (Flikr dataset,
XHLULU (2024)), I realized that approximately
one-sixth of the images had people with glasses on
their faces. To prevent the models from learning
that people with glasses are always real, I ensured
that one-sixth of the Stable Diffusion images were
generated with the phrase “with glasses” added to
the positive prompt.
I used two models with equal amounts in the sta-

ble diffusion faces dataset generation. Both mod-
els were taken from a popular model sharing web-
site (Civitai, Year of access: 2024). The first model
I used is named Realistic Vision (RV) v60B1
(SG 161222, Year of access: 2024), and the second
is Realistic Stock Photo (RSP) v20 (PromptShar-
ingSamaritan, Year of access: 2024). I chose these
two models because they were the most popular
models downloaded in the realism context. Because
the models had different weights, the prompts I
used for generation differed slightly. The prompts
used for image generation for both models can be
seen in TableTable 2.1. The number of images with
the prompt “with glasses” is the same for all parts
of the sets.

To ensure unique images, I generated seeds with
a script that ensures each seed is used only once.
I visualized example images from the training
dataset in Figure 1.1.

2.3 FairFace Dataset

In this paper I have also used an external dataset
for the purpose of bias measurement. I used the
FairFace Dataset (Karkkainen & Joo, 2021) be-
cause it is a labeled dataset with gender, race and
age. Example images from this dataset can be found
at Figure 1.4. This dataset had 2 versions in which
the image sizes were different. I used the version
with higher resolution. The set had already train
and validation split. For bias testing only the train
set was used and it had 86 745 images.

2.4 Data Splits and Normalization

I meticulously divided the dataset into training,
validation, test sets, and a bias measurement subset
to ensure robust model evaluation and mitigate po-
tential biases. As shown in Table 2.3 and Table 2.2,
I included 130 000 images in the training set, dedi-
cating 83% to training the model on a balanced dis-
tribution of real and GAN-generated images. Sim-
ilarly, I maintained this balance in the validation
and test sets, which comprised 8000 and 15 712 im-
ages respectively, to validate and assess the gen-
eralization of the model effectively. Additionally, I
specifically generated a bias measurement subset of
2000 images to evaluate the model’s performance
on synthetic data, ensuring comprehensive assess-
ment across different data distributions.
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Figure 2.1: Screenshot of the Automatic1111 web interface for Stable Diffusion, showing the gen-
eration of a close-up face image. The interface displays various controls for text prompts, negative
prompts, sampling methods, and image parameters, alongside the generated output.

To standardize the dataset and mitigate poten-
tial biases arising from varying resolutions, I uni-
formly downscaled all images to a resolution of
256 × 256 pixels. I have used LANCZOS (Burger
& Burge, 2009) method in every downscaling ap-
plication in order to make sure the models do
not solely learn the artifacts created by the down-
scaling algorithm. This downscaling process en-
sured consistent image quality across the dataset.
Notably, this standardization was achieved using
the LANCZOS method, an interpolation technique
known for preserving image details and produc-
ing high-quality downscaled images. The LANC-
ZOS method achieves its high-quality downsam-
pling by employing a mathematical algorithm that
considers a weighted average of nearby pixels when
generating new pixel values. This approach ensures
that each pixel in the downscaled image is derived
from a combination of multiple pixels in the orig-
inal image, preserving important details and min-
imizing the loss of information. Additionally, the
method uses a windowed sinc function to interpo-
late pixel values, resulting in smooth transitions
between neighboring pixels and reducing artifacts
such as jagged edges or blurring. Overall, these

characteristics of the LANCZOS method contribute
to its effectiveness in maintaining image clarity and
preserving fine details even after downsampling.

3 Methods and Model
Architecture

3.1 Convolutional Neural Network
(CNN)

The Convolutional Neural Network (CNN) I used in
this study consists of several key layers that work
together to classify images as either real or fake.
The input to the network is an image with three
color channels (RGB). The first layer is a convolu-
tional layer with 32 filters of size 3×3 and a padding
of 1, which ensures that the spatial dimensions of
the input are preserved. This layer is followed by a
ReLU (Rectified Linear Unit) activation function.
ReLU is a non-linear activation function that in-
troduces non-linearity to the model, allowing it to
learn complex patterns in the data more effectively.

The output of the first convolutional layer is
passed to a max-pooling layer with a 2x2 filter and
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Parameter Realistic Vision (RV) v60B1
Positive Prompt Close up face
Negative Prompt sketch, cartoon, drawing, anime
Sampling Steps 20
CFG 7

Parameter Realistic Stock Photo (RSP) v20
Positive Prompt Close up face
Negative Prompt (watermark:1.2), (text:1.2), (logo:1.2), (3d render:1.2), drawing, painting,

crayon
Sampling Steps 20
CFG 5

Table 2.1: Parameter settings for RV and RSP

where, parentheses mean a weight for the given keyword is given (Higher is more important), Sampling
Steps indicate the number of iterations for refining the image, and CFG (Classifier-Free Guidance)
controls the trade-off between adherence to the prompt and image quality (Higher values make the
model adhere more closely to the prompt). I added “with glasses” to the positive prompt for the images
with glasses.

Set Images Percentage of Total

Training Set 14 910 80% (50% real, 25% RV(SD), 25% RSP(SD))
Validation Set 1864 10% (50% real, 25% RV(SD), 25% RSP(SD))
Test Set 1864 10% (50% real, 25% RV(SD), 25% RSP(SD))
Bias Measurement 4000 Additional SD generated (50% RV(SD), 50% RSP(SD))

Table 2.2: Data Split For SD Vs Real, CNN and TL18

Set Images Percentage of Total

Training Set 130 000 83% (50% real, 50% GAN)
Validation Set 8000 5% (50% real, 50% GAN)
Test Set 15 712 10% (50% real, 50% GAN)
Bias Measurement 2000 1% (50% real, 50% GAN)

Table 2.3: Data Split For GAN Vs Real, CNN and TL18

a stride of 2. Max-pooling is a pooling operation
that reduces the spatial dimensions of the feature
map by taking the maximum value from each patch
of the feature map.

The next layer is another convolutional layer
with 64 filters of size 3× 3 and padding of 1, again
followed by a ReLU activation function and a sub-
sequent max-pooling layer with the same param-
eters as before. These convolutional layers extract
higher-level features from the input image through

their learned filters, while the max-pooling layers
downsample the feature maps, reducing computa-
tional complexity and focusing on the most impor-
tant features.

The feature maps produced by the second con-
volutional layer are then flattened into a single vec-
tor, which serves as the input to a fully connected
layer with 128 units and a ReLU activation func-
tion. Fully connected layers integrate the features
extracted by the convolutional layers and make the
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Figure 3.1: Neural network backpropagation
graph using torchviz (Zagoruyko, 2020), illus-
trating gradient flow through convolutional and
fully connected layers.

final decision based on these features.
Another fully connected layer with 2 output units

follows, corresponding to the two classes: real and
fake. The final output layer produces a score for
each class, determining the classification of the in-
put image.
This architecture, implemented in PyTorch

(Paszke et al., 2017), is designed to effectively learn
spatial hierarchies in the image data through its
convolutional and pooling layers, and to make clas-
sification decisions based on the extracted features
through its fully connected layers.
The visual for the CNN architecture used can be

found in Figure 3.1.

3.2 Transfer Learning with
ResNet-18 (TL18)

Additionally, I utilized transfer learning by adapt-
ing a pre-trained ResNet-18 model (He et al., 2015).
ResNet-18, a deep neural network architecture pre-
trained on a large dataset for image recognition
tasks, was repurposed for the classification pur-

poses. In this adaptation, the pre-trained param-
eters were frozen, and a new classification layer
was added. By freezing the pre-trained parame-
ters, the model retained the knowledge acquired
from the original dataset while fine-tuning its abil-
ity to classify real and synthetic images accurately.
While ResNet-18 comprised numerous layers, the
focus of modification was primarily on incorporat-
ing the new classification layer, ensuring that the
depth and complexity of the original architecture
were maintained. This approach allowed for effec-
tive leveraging of pre-existing knowledge while tai-
loring the model to the specific classification task
at hand.

For GAN images and SD images both CNN and
TL18 models are trained. Each with equal amount
of deepfake and real images.

3.3 Early Stopping

To prevent overfitting and ensure optimal model
performance, I employed early stopping during the
training of both the Convolutional Neural Network
(CNN) and the transfer learning model based on
ResNet-18 (TL18) (Prechelt, 1998). Early stopping
is a technique where training is halted if the model’s
performance on a validation set does not improve
after a specified number of epochs, referred to as
“patience”.

For this study, a patience value of 3 was used.
This means that if the model’s validation accu-
racy did not improve for 3 consecutive epochs, the
training process was stopped. By doing so, the
models were able to generalize better on unseen
data, avoiding the common pitfall of overfitting to
the training set. Early stopping also contributed
to more efficient training by reducing unnecessary
computation after the model had essentially con-
verged.

3.4 Two Proportion Z-Test

To statistically evaluate the differences in classifi-
cation accuracy between male and female images, I
conducted a Two Proportion Z-Test. This test as-
sesses whether there is a significant difference be-
tween the proportions of two groups—in this case,
the classification accuracies for male and female im-
ages.
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The Two Proportion Z-Test is formulated as fol-
lows:

• Null Hypothesis (H0): There is no difference
in the classification accuracies between male
and female images (p1 = p2).

• Alternative Hypothesis (Ha): There is a
difference in the classification accuracies be-
tween male and female images (p1 ̸= p2).

Where p1 is the proportion of correctly classified
male images, and p2 is the proportion of correctly
classified female images.
The test statistic Z for the Two Proportion Z-

Test is calculated using the formula:

Z =
(p1 − p2)√

p̂(1− p̂)
(

1
n1

+ 1
n2

)
Here,

• p1 and p2 are the sample proportions of cor-
rectly classified male and female images, re-
spectively.

• n1 and n2 are the sample sizes of male and
female images, respectively.

• p̂ is the pooled sample proportion, calculated
as:

p̂ =
x1 + x2

n1 + n2

where x1 and x2 are the number of correctly clas-
sified male and female images, respectively.

3.5 Saliency Maps

In this study, I implemented Gradient-weighted
Class Activation Mapping (Grad-CAM) (Selvaraju
et al., 2017) to interpret the decisions of the con-
volutional neural network (CNN) model used for
image classification. The CNN model, pretrained
on a dataset of real and fake images, distinguishes
between these two classes. I began by preprocessing
each image, converting it into a tensor and normal-
izing its pixel values. Next, I applied Grad-CAM
to generate heatmaps that visually highlight the
image regions crucial for the model’s classification
decisions. This method provided valuable insights

into the CNN’s behavior, revealing the specific ar-
eas of each image that significantly influenced its
predictions.

4 Results

4.1 Model Training

According to the plan of this paper 4 models are
trained. The number of epochs they are trained for
are shown on table Table 4.1. As mentioned in the
methods section, a patience value of 3 was used
for the training of the models for early stopping.
Training and Validation Loss Charts of the models
can be seen on Figure 4.1.

CNN/TL GAN - REAL SD - REAL
CNN 7 4
TL18 10 20

Table 4.1: Table for number of epochs the mod-
els trained.

4.1.1 CNN Models

As can also be seen from the Table 4.1, models
have been trained with 7 and 4 epochs, respectively
for GAN-REAL and SD-REAL training. For the
GAN-REAL training the reason for the early stop
is the early stopping rule with a patience value of 3.
Because the loss value of the model kept increasing
for 3 times consecutively, the training stopped at
8th epoch and took the 7 epoch trained model. As
for the SD-REAL training this was not the case.
The training stopped because the loss of the model
had reached 0 and therefore the training could not
proceed further, stopping at 4th epoch.

4.1.2 Transfer Learning Models

In the transfer learning models implemented with
the Resnet-18 model, the number of epochs they
were trained on were 20 and 10 for SD-REAL and
GAN-REAL, respectively. In SD-REAL no stop-
ping was applied and the target 20 epochs was
achieved. However in GAN-REAL, the training
stopped at 10 epochs without an error and not with
early stopping rule. The reason for the stop is still
unknown, despite re-running the experiment sev-
eral times and conducting thorough debugging.

9



(a) Training and Validation Loss Chart for GAN-
Real training on basic CNN.

(b) Training and Validation Loss Chart for GAN-
Real training on Resnet-18.

(c) Training and Validation Loss Chart for SD-Real
training on basic CNN.

(d) Training and Validation Loss Chart for SD-Real
training on Resnet-18.

Figure 4.1: Training and validation loss charts showing loss values on the y-axis and epochs on
the x-axis. Yellow lines represent losses in validation and blue lines represent training losses.

4.2 Statistical Tests

4.2.1 Supplementary Set

After training the models, they are evaluated us-
ing a supplementary dataset reserved specifically
for this purpose. This dataset, which is manually
labeled, allows for a two-proportion Z-Test to be
conducted on the results. For each gender, the to-
tal number of images from both the fake and real
sets is combined and used in the analysis. Likewise,
the total number of incorrect predictions for both
sets, separated by gender, is summed and utilized
in the Z-Test. These values can be observed in the
Table 4.2.

4.2.2 FairFace Dataset

Similarly the two-proportion Z-Test is also per-
formed for the FairFace Dataset. Models predic-
tions are taken for each image and because the Fair-
Face set consists of real people whenever a “fake”
output is received it is considered a wrong answer.

The proportions of the results can be observed on
the Figure 4.2. The table that has the p-values for
the Z-Test is in Table 4.3 and the table with nu-
meric raw data is Table 4.9.

4.3 Statistical testing

4.3.1 Bias Testing Test

I ran the trained models on the supplementary set,
which I did not use in the training or testing of
the model. I then obtained the number of correct
and incorrect classifications and used those num-
bers to calculate the p-value for the two proportion
z-test. The results are on Table 4.2. It can be seen
that all of the p-values are below 0.05 meaning that
we reject the null hypothesis. Except for the GAN-
REAL Transfer Learning model, all of the models
showcased higher accuracy towards female images.
For the GAN-REAL Transfer learning model this
was the opposite with a higher accuracy towards
male images.
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Model
Proportion Males

(Correct)
Proportion Females

(Correct)
P-value

GAN-REAL CNN 0.9684 0.9830 0.032 300
SD-REAL CNN 0.9894 0.9969 0.001 300
GAN-REAL TL 0.9153 0.8448 0.000 002
SD-REAL TL 0.9379 0.9976 0.000 000

Table 4.2: Bias assessment for the models using the supplementary set that is labeled by hand.

4.3.2 FairFace Dataset

I ran the trained models on the FairFace dataset,
which is an external dataset with gender labels.
After getting the number of correct and incorrect
classifications with the models, I have performed
a two proportion z-test and its results are on Ta-
ble 4.3. Except for the GAN-REAL CNN model
every model had a significant p-value with 0.05.
SD-REAL Transfer learning had a higher accuracy
for males and SD-REAL CNN and GAN-REAL TL
had a higher accuracy towards females.

4.4 Saliency Maps

Saliency maps for the CNN models are on Fig-
ure 4.3. As it can be seen from the figure SD had
more points on the face compared to the GAN
classifier. Furthermore, the GAN model mostly fo-
cuses on the specific points of the face where in
the SD model it is a bit different. In the SD model
the model also often checks the background of the
image. This might be because the stable diffusion
models tend to keep the background clean as noth-
ing is specified in the prompt. Although not always,
this is mostly the case.

5 Discussion

5.1 Biases

Overall, the analysis reveals significant biases in
classification accuracy between male and female
images across different models and datasets. The
GAN-REAL CNN model shows a significant bias
towards females in the supplementary dataset but
not in the FairFace dataset. Conversely, the GAN-
REAL Transfer Learning model demonstrates a sig-
nificant bias towards males in both datasets. Simi-
larly, the SD-REAL CNN and SD-REAL Transfer

Learning models exhibit significant biases, favoring
females and males, respectively, in both datasets.

Considering the perspective of fake image gener-
ation techniques, my hypothesis holds true to some
extent. It appears that female images exhibit higher
accuracies in classifying real and fake images for
the Stable Diffusion models. However, this pattern
does not consistently apply to GAN-generated im-
ages, where biases towards male or female images
vary between models. Therefore, it is challenging
to assert a consistent higher accuracy for female
images across all scenarios.

5.2 Saliency Maps

As mentioned in the results section Section 4.4 SD
also considers the background of the image GAN
seems to be focusing on the deformities on the face
of the person in the image. To avoid this before the
training one of the ideas was to implement a rotat-
ing set of background prompts though that method
then ruled out because the model could also learn
specific backgrounds as real or fake directly. For
further research a solution to this problem might
be looked for. Perhaps instead of 10-20 different
environmental prompts a huge number of it could
be utilized.

5.3 Limitations

I have observed that the dataset I have created
had more female images for the stable diffusion
dataset. This might be because of the median hu-
man perspective of the stable diffusion models. Dif-
ferent models have different median points and the
realistic models that I used generated mostly fe-
male faces when prompted with “Close up face”.
Though this situation was different for the “with
glasses” prompt. The amount of male and female
was more equalized when a glasses prompt is added.

11



(a) Gender Accuracy proportions for GAN-Real
Resnet-18 classifier.

(b) Gender Accuracy proportions for GAN-Real ba-
sic CNN classifier.

(c) Gender Accuracy proportions for SD-Real
Resnet-18 classifier.

(d) Gender Accuracy proportions for SD-Real basic
CNN classifier.

Figure 4.2: Gender Accuracy proportions for the trained models. Tested on FairFace Dataset

So I think that a more accurate result regarding the
gender biases in this field could be done with an en-
sured equal male female amounts in the training of
the models. This way I think a more reliable result
can be obtained even though I suspect biases will
also be present in that case.

5.4 Future Work

As discussed in Section 5.2, stable diffusion models
often produce images with plain, typically white
backgrounds. This characteristic causes the models
to focus more on the background in the SD versus
real image classification task, rather than on facial

deformities introduced by the SD algorithms. To
address this, future research could explore solutions
such as incorporating a list of diverse environments
into the positive prompts during SD generation. By
mitigating this issue, more effective models could
be developed.
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Result GAN Male GAN Female Real Male Real Female
Total Samples 436 564 449 551

Correct 410 545 447 551
Incorrect 26 19 2 0
Percentage 94.04% 96.63% 99.55% 100%

(a) GAN - Simple CNN Classifier

Result GAN Male GAN Female Real Male Real Female
Total Samples 436 564 449 551

Correct 361 480 449 462
Incorrect 75 84 0 89
Percentage 82.80% 85.11% 100% 83.85%

(b) GAN - Transfer Learning Resnet 18 CNN Classifier

Result SD Male SD Female Real Male Real Female
Total Samples 2000 2000 449 551

Correct 1974 1992 449 551
Incorrect 26 8 0 0
Percentage 98.70% 99.60% 100% 100%

(c) SD - Simple CNN Classifier

Result SD Male SD Female Real Male Real Female
Total Samples 2000 2000 449 551

Correct 1848 1994 449 551
Incorrect 152 6 0 0
Percentage 92.40% 99.70% 100% 100%

(d) SD - Transfer Learning Resnet 18 CNN Classifier

Table 4.4: Numeric Results for Supplementary Data.

Result Real Male Real Female
Total Samples 45 986 40 758

Correct 45 712 40 535
Incorrect 274 223
Percentage 94.40% 99.45%

Table 4.5: GAN - Simple CNN Classifier

Result Real Male Real Female
Total Samples 45 986 40 758

Correct 45 549 40 430
Incorrect 437 328
Percentage 99.05% 99.20%

Table 4.6: GAN - Transfer Learning Resnet
18 CNN Classifier

Result Real Male Real Female
Total Samples 45 986 40 758

Correct 43 364 38 707
Incorrect 2622 2051
Percentage 94.30% 94.96%

Table 4.7: SD - Simple CNN Classifier

Result Real Male Real Female
Total Samples 45 986 40 758

Correct 45 356 40 091
Incorrect 630 667
Percentage 98.63% 98.36%

Table 4.8: SD - Transfer Learning Resnet 18
CNN Classifier

Table 4.9: Numeric Results for FairFace Dataset
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(a) Saliency map of GAN-REAL CNN via Grad-
cam Implementation.

(b) Saliency map of SD-REAL CNN via Grad-
cam Implementation.

Figure 4.3: Comparison of saliency maps for
GAN-REAL CNN and SD-REAL CNN via
Gradcam Implementation. Heatmaps highlight
the regions of the image that were most influ-
ential in the model’s decision-making process.
Warmer colors (closer to yellow) indicate higher
importance, while cooler colors (closer to blue)
indicate lower importance. The prediction label
for the image is displayed in the top left corner
of the heatmap.
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A Appendix

(a) Age

(b) Race

Figure A.1: Additional tests with FairFace
dataset for GAN-REAL CNN model.

(a) Age

(b) Race

Figure A.2: Additional tests with FairFace
dataset for GAN-REAL TL model.
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(a) Age

(b) Race

Figure A.3: Additional tests with FairFace
dataset for SD-REAL CNN model.

(a) Age

(b) Race

Figure A.4: Additional tests with FairFace
dataset for SD-REAL TL model.
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